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What is SCADA 

 

Industrial Control Systems (ICSs), are defined as networks or collections of networks that consist 

of elements that control and provide telemetry data on electromechanical components such as valves, 

regulators, switches, and other electromechanical devices that may be found in various industries. Among 

those are oil and gas production, water processing, environmental control, electrical power generation and 

distribution, manufacturing, transportation, and many other industrial infrastructures. Without getting into 

detail for each particular industry segment, each of these ICS environments shares a common trait – they are 

not “traditional” IT network environments and should not be treated as such. Most ICS networks share similar 

security challenges because of the uniqueness. These challenges are made more complex by the interaction of 

ICS elements with physical industrial components. Failure to properly supervise or malicious control of these 

elements can lead to catastrophic accidents. Many of the industrial systems managed by ICS elements are 

considered “critical infrastructure” and require much more specialized security architecture than traditional IT 

environments.  

Supervisory Control And Data Acquisition(SCADA) networks can be defined as the network layer 

that immediately interfaces with ICS networks as well as host systems that control and monitor elements of 

ICS networks. 

 

 

New Trends in Cyber Security 

 

Over the past several years, a hot topic in cyber security is attacking the critical infrastructure network. 

Industry experts believe that this is a very realistic problem. The most famous example is probably Stuxnet. It 

shows that the cyber war has entered a new historical stage: conduct a devastating attack with malicious code 

to the hostile countries’ military and civilian infrastructure.   

“Stuxnet” was the first cyber weapon against the government, and was specifically designed for 

SCADA systems. SCADA systems are used to monitor and control industrial process systems. They are widely 

used in various fields of manufacturing, power, energy, transportation and communication systems. Now the 

question is: do the governments have the ability to protect these critical infrastructures against cyber attack?  

For the internet squad, SCADA components are the best targets. In fact, the “Stuxnet” led to  

a paralysis of Iran’s uranium enrichment plant by attacking Iran’s Natanz nuclear plant SCADA system. 

Although western countries have begun to use a network weapon to attack critical infrastructure for a long time, 

the protection is still relatively weak. United States Secretary of Homeland Security Janet Napolitano warned 

that a "cyber 9/11" could happen "imminently" and that critical infrastructure – including water, electricity and 

gas – was very vulnerable to such a strike. "We shouldn't wait until there is a 9/11 in the cyber world. There 

are things we can and should be doing right now that, if not prevent, would mitigate the extent of damage" said 

Napolitano. 

 Governments have realized the destructive potential of network attacks is not smaller than military 

operations, but it is more difficult to establish early warning system for cyber attacks. And such cyber attacks 

can destroy communications and financial systems, leading to instability of a country.  

In fact, the attacks on SCADA systems may come from many sides, such as terrorist organizations, 

hackers and more. But now, main source of attacks is government-backed. 



  

 

Old Technology, New World 

 

Since the “Stuxnet” virus was discovered, SCADA systems’ vulnerability research became more 

active. Vulnerabilities of SCADA systems are valuable for both hackers and SCADA system owners, 

according to NSS Labs Threat Report, since 2010, number of vulnerabilities related to critical infrastructure 

such as power supply systems, water supply systems, telecommunications systems, transportation systems, 

grew by 600%. 

 
In addition, the report also shown that a large number of SCADA systems use outdated technology. 

 

 Another related research is about the complexity of attacks. The results showed the low-complexity 

vulnerabilities attacks dropped from 90% in 2000 to 48% in 2013, medium-complexity vulnerabilities rose 

from 5% to 47%. The proportions of high-complexity vulnerabilities are stable at around 4%. 

 
Dale Peterson’s research project has exposed a number of significant vulnerabilities in PLCs – which 

are SCADA components that provide on-site process control – manufactured by General Electric, Rockwell, 

Schneider, and other major vendors. According to Peterson “they were embarrassingly easy to compromise” 

and “it was pretty trivial to cause serious damage. And this is 10 years after 9/11”. The project provided the 

results of the testing to the manufacturers, but most of them did not respond. Peterson concluded that “they 

have gone years without having to fix these problems. Some of them think they can go another 10 years 

without fixing anything”. 

 

 

SCADA Attack Surfaces 

 

In order to have a better understanding of SCADA security and attacks, it is necessary to take a look 

at the various components of SCADA system.  



Depending on the end use, there are many different SCADA systems on the market. In general,  

a SCADA system consists of following parts: 

 Remote Terminal Unit (RTU): connects to sensors in the process and converts sensor signals to 

digital data. It has telemetry hardware capable of sending digital data to the supervisory system, as 

well as receiving digital commands from the supervisory system. RTUs often have embedded control 

capabilities such as ladder logic in order to accomplish Boolean logic operations. 

 Programmable Logic Controller (PLC): connects to sensors in the process and converts sensor 

signals to digital data. PLCs have more sophisticated embedded control capabilities, typically one or 

more IEC61131-3 programming languages, than RTUs. PLCs do not have telemetry hardware, 

although this functionality is typically installed alongside them. PLCs are sometimes used in place of 

RTUs as field devices because they are more economical, versatile, flexible, and configurable. 

 Human Machine Interface (HMI): the apparatus or device which presents processed data to  

a human operator, and through this, the human operator monitors and interacts with the process. The 

HMI is a client that requests data from a data acquisition server. 

 A data acquisition server: a software server which uses industrial protocols to connect software 

services, via telemetry, with field devices such as RTUs and PLCs. It allows clients to access data 

from these field devices using standard protocols. 

 A supervisory system: gathers (acquires) data on the process and sending commands (control) to the 

SCADA system. 

 Communication infrastructure: connects the supervisory system to the remote terminal units. 

 Additional: various process and analytical instrumentation. 

 

For the attackers, there are several attack surfaces. For example: malicious software can be used to 

infect monitoring and control system. Monitoring and control system often uses commercial operating systems 

(many companies are still using Windows XP). These commercial operation systems might be exploited by  

0-day, or other well-known vulnerabilities. In many cases, hackers can easily attack by using some existing 

tools. There are many other ways to infect a SCADA system, for example, the virus can be deployed into the 

system through USB drive or network (maintenance of many industrial control system is done by third-party 

companies, and their engineers store the maintenance and inspection tools on their own USB drive). Therefore, 

these interfaces should be properly protected, should ensure that unauthorized users cannot use these interfaces.  

 In many industries, especially in the energy sector, security of critical infrastructure is more and more 

important. According to a Frost & Sullivan report, the critical infrastructure security market in 2011 was 

$18.3billion. It will be $31.3billion in 2021. The growth mainly comes from the physical and cyber security of 

critical infrastructure. According to Anshul Sharma’s (Senior Analyst at Frost & Sullivan) analysis: “Oil 

companies are investing huge capital for security of their infrastructure. With the understanding of cyber 

threats, the companies are taking security risk management approach. For these companies, the security risks 

cover a big range from information leakage to terrorist attacks. Cyber attacks caused economic losses are 

enormous. It of course depends on the attacker’s motive. For example, losses caused by attack on SCADA 

system are much greater than the losses caused by information leakage.” 



 
 

 

SCADA in different industries 

 

 The European Network and Information Security Agency (ENISA) published the “ENISA, Threat 

Report” summarizing some of the major network security threats. Security of important information system 

has become a new trend in cyber attacks. 

 In fact, each industry is likely to suffer cyber attack: public health, energy production and 

telecommunications industries are the focus of network threats. The hackers are increasingly interested in the 

country’s critical infrastructure.  In 2012, the energy sector suffered 41% cyber attacks, the water supply 

industry suffered 15%. 

 

 
 

 

 

SCADA vulnerabilities Discovery 

  

For the security of critical infrastructure, one important factor is that hackers understand more clearly 

the impact of cyber attacks. Before “Stuxnet” virus, hackers and security experts have underestimated the 

impact of cyber attacks, they don’t admit existence of the so-called “cyber-war”. After the “Stuxnet” virus, to 

every country, “cyber-war” has become a reality, the governments have to develop an effective network 

strategy in varying degrees. 



 Another factor is the level of attacks. Surprisingly, the SCADA system is not very difficult to attack. 

There are many techniques that can be used to attack Industrial Control Systems. In many cases, lack of 

protection, not properly configured, 0-day vulnerabilities and lack of patch systems can lead to attack. The 

most important is that: any professional hackers, even without expertise in industrial control systems, through  

a simple information collection, are able to attack the target by using existing tools.  

 In June 2012, the United State Pacific Northwest National Laboratory and McAfee released a report 

“Dramatic Increase in Cyber Threats and Sabotage on Critical Infrastructure and Key Resources”. This report 

describes the security status of critical infrastructure and method of patching security vulnerabilities, and 

analyzes the value and effectiveness of use of holistic security solutions to promote industrial control system 

security.  

 In the report, PNNL and the DOE have identified the following vulnerabilities to control systems 

environments: 

 Increased Exposure: communication networks linking smart grid devices and systems will create 

many more access points to these devices, resulting in an increased exposure to potential attacks. 

 Interconnectivity: communication networks will be more interconnected, further exposing the 

system to possible failures and attacks. 

 Complexity: the electric system will become significantly more complex as more subsystems are 

linked together. 

 Common Computing Technologies: smart grid systems will increasingly use common, 

commercially available computing technologies and will be subject to their weaknesses. 

 Increased Automation: communication networks will generate, gather, and use data in new and 

innovative ways as smart grid technologies will automate many functions. Improper use of this data 

presents new risks to national security and our economy. 

 

 

SCADA Security: Preventing disease is better than treating disease 

 

For SCADA systems of the critical infrastructure, once the attack occurred, losses may be 

incalculable. Therefore, for SCADA security, the remedy is important, but prevention is even more critical. 

  

The following are some recommendations to increase the security level of industrial control systems: 

 Dynamic Whitelisting: provides the ability to deny unauthorized applications and code on servers, 

corporate desktops, and fixed-function devices. 

 Memory Protection: unauthorized execution is denied and vulnerabilities are blocked and reported. 

 File Integrity Monitoring: any file change, addition, deletion, renaming, attribute changes, ACL 

modification, and owner modification is reported. This includes network shares. 

 Write Protection: writing to hard disks are only authorized to the operating system, application 

configuration, and log files. All others are denied. 

 Read Protection: read are only authorized for specified files, directories, volumes and scripts. All 

others are denied. 

 

 

SCADA security is a new trend in cyber security, due to historical reasons, SCADA system did not 

consider the network security factors. More and more critical infrastructures get exposed to the internet or can 

be accessed, as well as the increased automation. The network attacks are becoming reality. Destruction caused 

by cyber attacks is not smaller than the loss caused by military combat. Therefore, the protection of critical 

infrastructure, must be a necessary component in the future infrastructure project.  For the large number of 



existing SCADA systems, new overall security solutions are needed. It will undoubtedly provide new market 

opportunities to the security vendors. 
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