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ABSTRACT 
Risk Management is an effective method to mitigate or 

avoid the hazard to safety and environment, and it is also an 

important decision making tool to optimise cost with safety, 

environment requirements. However the assets full life cylcle 

risk management is not an easy target to achieve. The paper 

describes the methods can be used for assets full life cycle risk 

management. The infulence factors to achieve the full life cyle 

risk management are analyzed. The solution to sucessful attain 

the asset full life cycle risk management is suggested.  

 

INTRODUCTION 

 It is imperative that the companies have become more and 

more involved on risk management due to compliance towards 

governmental requirements or regulations, increased demands 

for safety, environment, and sustainability. Handling risk on a 

strategic and on the operational level is a key factor for building 

a competitive advantage. 

The physical assets may have inherent risks from design or 

manufacture, and also have the potential to failure during 

operation that could result in poor product quality, safety and/or 

environment accidents, and production shutdown. These risks 

must be clearly understood and managed through assets full life 

cycle to assure business continuation and social responsibility of 

companies.   

However, experience shows that the companies are struggling 

to adapt to the concept of risk management and the risk 

management is often not understood and applied correctly. The 

paper describes the risk assessment techniques which can be 

used for assets full life cycle risk management.  The influence 

factors to achieve the full life cycle risk management are 

analyzed. The management solution to successfully attain the 

asset full life cycle risk management is suggested. 

 

RISK ASSESSMENT TECHNIQUES FOR ASSET LIFE 
CYCLE APPLICATION 

 The international Organization for Standardization (ISO) 

published ISO31000:2009, Risk Management—Principles and 

Guidelines, intended to help companies manage risk across the 

enterprise. The standard provides a generic and process oriented 

risk management framework for all industries. Here based on the 

frame work, the specific approaches on the life cycle risk 

management of assets are discussed in detail. The risk 

management process is shown as in Figure 1[1].  

 
Figure 1  Risk Management Process 
 

 Risk assessment is the core processes of risk management. 

Effective risk management need a systematic risk assessment 

approach to identify risk , analysis and evaluate the associated 

risk in order to provide information to aid decision-making on 

risk treatment measures. ISO/IEC 31010 provides guidance on 

risk assessment techniques as shown in the Table A.1 of ISO/IEC 

31010. On the context of assets, the techniques can be used will 

have some difference. The examples of Asset Risk Assessment 

techniques are as shown in Table 1. 

 From the asset inception through to the disposal is called an 

Asset Life Cycle. Physical Assets life cycle can be divided to the 

5 phases as shown in Figure 2. 

 For the above Techniques used for Asset Risk Management, 

some techniques are suitable to be used for the full life cycle and 



   

 

   

some are only be applicable for some phases. The techniques 

used for asset life cycle are as shown in Table 2.   

 For the Risk Assessment Techniques used in full life cycle, 

the method and deliverable in different phases will be different. 

Using FMEA as an example, the deliverable and the link in each 

phase is shown in Figure 3. 

 In Design, Design (or product) FMEA is used for 

components, products  or systems. Design recommendations are 

given to improve the design and assist in selecting design 

alternatives. Some failure modes which may be caused by 

manufacture and installation will be identified through Design 

FMEA. The recommendations to these failure modes related to 

manufacture and installation are given to be as input for FMEA 

in manufacture and installation. 

 Process FMEA can be used for manufacture and installation 

processes, which can be used as the basic input to make the 

manufacture and installation plan. 

 The updated design, final manufacture and ins tallation 

document will be used as input to update the Design FMEA in 

Operation phase. So the previous design FMEA in design phase 

can be used as the base document. The deliverable from the 

update Design FMEA will be the input to develop operation and 

maintenance plan. So the focus point and the detail level in 

Design FMEA may be changed, which will depend on how the 

previous Design FMEA study fits the purpose for the operation 

phase. 

 If life extension is needed, the operation and maintenance 

procedure will need to be updated based on the operation 

experience and operation conditions in the life extension time. 

The LFE Design FMEA can be used to be as the input for the 

updating to operation and maintenance procedure.   However 

the operation experience and new operation condition should be 

reflected in LFE Design FMEA. The Operation Update Design 

FMEA can be a basis for the updating. 

In decommission, Process FMEA can be used as the input for the 

decommissioning plan. 

Seen from the FMEA assessment example, the assessment in 

each phase are related each other. It is important to have a clear 

plan for the risk assessment on the life cycle view on the data 

management, the result application and updating, and interface 

management in each phase. Keeping the data and the risk 

assessment results through all phases, having a good interface 

management to avoid the overlap and conflict on individual 

phases will be a good practice for life cycle asset risk 

management. 

 

CHALLENGE AND SOLUTIONS ON FULL LIFE CYCLE 
ASSET RISK MANAGEMENT 

 The full life cycle assets risk management is not an easy 

target to achieve. The main challenges for that are as following: 

 Miss planning on full life cycle risk management 

So far, in most situations, risk management exists on 

each phase. Companies lack of a comprehensive plan to 

management risk through total life cycle. 

 Lack of systematic and integrative management  

methods 

Individual risk management on each phase will have 

overlaps in each other, which may lead conflict results 

if performed individually. Use the systematic and 

integrative methods to manage the risk from full life 

cycle can avoid the resource waste and conflicts on the 

results.  

 Improper risk management approaches used 

If approach used in risk management is a failure, then 

the risk management effort will be a waste of time and 

resources and the worse may lead to other issues.    

 Without Continuous Data Management and Data 

exchange from the total life cycle 

Data will loss during hand over from each phase. People 

don’t know what are the main data needed for the next  

phase or full life cycle. 

 On the top of the above issues is lacking of high level policy 

or commitment to full life cycle risk management.  

 The following suggestions are given to solve these 

challenges: 

 

1) Establish Risk Policy and Risk Philosophy Document  

A high level company risk policy and philosophy 

document about asset life cycle risk management should 

be established. The document should define the risk 

management goals and the strategy to manage risk 

through assets full life cycle. The systematic and 

integrative risk management strategy should be adopted 

and reflected in the document.  

The systematic approach requires with due consideration 

for assets necessary for the entire life of the field . 

Therefore, design, manufacture, installation, 

commissioning, operation, life extension and finally  

decommission should be part of the systematic risk 

management. 

The level of integrative in the risk management means 

that the interface catalogue covering all phases in full life 

cycle of assets must be established. 

 

2) Set Risk Assessment Technique Practice or Guideline 

In order to ensure that the risk assessment is done 

consistently, a common set of guidelines and principles 

should be used for managing risk. Best practice 



   

 

   

documents for selected risk assessment techniques shall 

be established. The best practice should give advice on 

the selection of risk assessment techniques, detailed 

description of the assessment methods used in each 

phase of life cycle, and set the requirements on the result 

application and updating, interface management in each 

phase and the data management requirements. 

 

3) Plan full life Cycle Asset Risk Management from Start 

The plan on full life cycle asset risk management should 

be made from the asset inception. As a minimum, the 

plans should include: 

 a detailed definition of the work scope  

 philosophy and strategy  

 if necessary, detailed specification of selected method 

needed 

 the application of risk management approaches for full 

life cycle 

 carry out risk management activities  

 establishment of responsibilities and communication  

lines between involved parties  

 documentation management 

 data and information handover 

 

4) Data Management through full life cycle 

A system for collection, application and transfer of data 

shall be established and maintained for the whole service 

life. This system will typically consist of documents, 

data files and databases. 

The key information and the decisions made in the 

identification and assessment of risk should be 

documented in an ordered and comprehensive manner.  

The documentation should not only record the various 

decisions made during the assessment process, but 

should also detail the basis for the decisions, i.e. the base 

data and assumptions used. 

SUMMARY 

 
 The objectives of risk management for asset full life cycle 

are to mitigate and avoid the hazards to safety, environment and 

costs from the assets during its inception to decommission, and 

to decrease the system deviation from asset risk management  

approaches and implementation.  Asset risk management for 

the full life cycle will lower the waste of resources and time, and 

the most important it will improve the accurateness and 

effectiveness of risk management. 
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TABLES & FIGURES 
 

Table 1 Asset Risk Assessment techniques Examples 

 
Risk 

Identification 

Consequence 

Analysis 

Probability 

Analysis 

Level of 

risk 

Risk 

Evaluation 

Example Techniques for Asset 

Risk Assessment 
     

Reliability centred maintenance SA SA SA SA SA 

Risk Based Inspection* SA SA SA SA SA 

SIL Study* SA SA SA SA SA 

Bow tie analysis A* A A* A* A 

Cause and consequence analysis A SA A* A A 

Failure mode effect analysis  SA SA SA SA SA 

Hazard and operability studies 

(HAZOP) 
SA SA A* A A 

Hazard Analysis and Critical 

Control Points (HACCP) 
SA SA NA NA SA 

Supporting Methods      

Fault tree analysis A NA SA NA* NA* 

Event tree analysis  A SA NA* NA* NA 

Cause-and-effect analysis A* SA NA NA NA 

Root cause analysis NA A* A* NA* NA* 

Risk indices NA* NA* NA* SA* SA 

Consequence/probability matrix NA* NA* NA* SA SA* 

SA: Strongly applicable.  NA: Not applicable.   A:    Applicable.  *: Not covered in or different from ISO31010. 
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Figure 2 Asset Life Cycle 



   

 

   

Table 2 Example Techniques used in Asset Life Cycle 

  Design Manufacture 

Installation 

& 

Commission 

Operation 
De-

commission 
LFE 

Example Techniques for Asset 

Risk Assessment 
      

Reliability Centred maintenance A NA NA SA NA SA 

Risk Based Inspection A NA NA SA NA SA 

SIL Study SA A A A A SA 

Bow tie analysis A A A A A A 

Cause and consequence analysis SA SA SA A SA SA 

Failure mode effect analysis  
SA SA SA SA SA SA 

Hazard and operability studies 

(HAZOP) 
SA A SA A A A 

Hazard Analysis and Critical 

Control Points (HACCP) NA SA SA NA A NA 

SA: Strongly applicable.  NA: Not applicable.   A:    Applicable.   
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Figure 3 FMEA used in Asset Life Cycle 

 
 

 

 

 


